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Firewall Traversal Summary

* |n order for your system to communicate with end points in
other sites or with your customers the network firewall in
all you sites may have to be configured to allow video

traffic

* There are a few different options to do this:
e Option 1: Set up the room system in a De Militarized Zone (DMZ)
e Option 2: Open Firewall Ports to allow incoming and outgoing video
traffic

e Option 3: Polycom Video Border Proxy (VBP) provides the most
flexible option providing secure traversal for video traffic while
ensuring that you experience the highest quality of service
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HDX Configuration — Step 1
Fixed IP for the HDX

a Main Office = Allocate a Fixed IP
Address to the HDX —
example 130.10.19.1

» Using dynamic IP

IP: 130.10.19.1

oo AezE=E address or DHCP could
\ Enterprise Firewall LA make traversal
_iP. 70.202.30.250 Complicated
Public
Internet
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HDX Configuration — Step 2
Configure 1:1 NAT in HDX

a Main Office = |f the sites do not have
| VPN or if Polycom VBP
IP: 130.10.19.1 IS not installed the HDX
% may have to be
HDX configured for 1:1
e Fir:vii "1.“;-'!’! Network Address
L IP: 70/.202.30.250 Translation (NAT)

= Configure the HDX to
use fixed ports

IP Metwark

BRI Metwoark 173 11

Telephony Firewall = SeIeCt Auto u nder NAT
Call Preference Fixed Ports: I3 . .

Netwaork Dialing TCP Ports: 3230 lto] | CO nfl g u ratl on

Call speeds UDP Parts: S |

I:oniturs Enable H.460 Firewall Traversal: [T Requires an H.460 Traversal Server | Syste m WI ”
alnerds MAT Configuration: . . .
; : Enter Public IP add d
— | o | e e automatically detect the
LA Properties .
public IP address and

display it

e POLYCOM

MAT is H.323 Compatible: W Check/Uncheck depends on Firewall
Address Displayed in Global Directory: Displays Public or Private IP address on horne

SCreen.

+Global Services

FTools




Firewall Configuration — Option 1
Configure Firewall to place the HDX in a DMZ

/ Main Office \ Most firewall allow one system inside the \

| firewall to be placed in the DMZ.

IP: 130.10.19.1 Q
and places the computer outside of the

SN cEzEzN A/ firewall. Other devices within the network
""l;:l;'.l- remain within the protection of the firewall.

DMZ is a firewall configuration that opens all
ports through the router to a specific computer

Enterprise Firewall
K IP:JQ/.202.30.250 If the HDX is configured to be in the DMZ the

_l firewall automatically routes video traffic to the
HDX internal IP address

DMZ option is viable if there is one room
Public {ystem in the site /
Internet

Wireless.G VPN Rouber with Ra

Software DMZ 2 Enabled Disabled
DMZ Host P Address 182.188.2 105
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Firewall Configuration — Option 2
Configure Firewall to allow video traffic

/ Main Office \
| If the system cannot be put in a DMZ, firewallh
IP: 130.10.19.1 Q

allow specific ports to be opened within the
firewall to allow video traffic bi-directionally

Following ports must be opened

o RN
L P o oAl Inbound TCP: 1720, 3230 — 3243
Enterprise Firewall
K IP: 70.202.30.250 Inbound UDP: 3230 — 3285
_l Outbound TCP: ANY
\Outbound TCP: ANY /

Public

Internet
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Firewall Configuration — Option 2
Confirm if firewall ports are open

= Download the free open source port scanner program to
check if the ports are open

e http://wareseeker.com/Network-Tools/zenmap-4.65.zip/3511110

an look Brofie Heb - -
Torgnt: | h4.166.101.53 | ot |

00,3309, 74, 101.53
[ Howts Services | oo utsr. Ports frosts | repelogy | o Dot | scans |
4

« [Port ¢ [protocdd € [Rare ¢ [Seevkn € [Versien

05 ¢ |Homt |

241661015 e 2 tep wen  ftp
o2 w tpen  sih CperSSH 4.0 (protocel 2.0)
® w (5 e Nt
® 1o (5] open popd
® 113 dosed  mh
e 19 cpen  rekp
® 3 w cpen  map
@ v w pen tepmexped
L REC cpen  MANQI
@ 2 cpen  potp s (Frawsare! 1)
0 133 o o mano
® W o cpen  mencc
@ 5% o pen o
o =% o comn s argwerbock
® 122 o dosad  urbrown
® 14 doted  rdrown
® 1442 o doted  urkrown
® 1500 tp dosed  Pydeo
® 1502 o dosed  rbnOWN
@ 15900 dowed  urknown
® 15004 dosed  unknown
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Firewall Configuration — Option 2
Disable H.323 aware helpers in the firewall

/ Main Office \

IP: 130.10.19.1

Some firewalls are H.323 aware
(H.323 is one of the protocols used to
setup calls).

HDX =g=g=n . .

7000 '!,-..,-.'; H.323 aware services may block video

K Enterprise Firewall /Z traffic. H.323 aware helper services
p9.202.30.250 may need to be disabled.

_l Also H.323 fixups or deep packet
inspections may also need to be
disabled.

Public
Internet
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Polycom VBP — Option 3
Most flexible internal + B2B configuration

-

Main Office

~

HDX
7000

\ Enterprise Firewall

4’.”.'.’)"

" e
VBP
4555

Remote Office 1 \

ey

Public
HDX - ernet
6000 ESE D Int
V' e
Enterprise VBP
Firewall 200E
/ Remote Office 2 \

m100

-

Firewall

£/ HDX
o -
Enterprise VBP

200E /
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CUSTOMER/PARTNER SITE
OffNet Public IP endpoint
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Supplement or replace
firewall with Polycom VBP

If the existing firewall is
kept then all that needs to
be done is configure DMZ
to allow VBP to sitin a
DMZ or place it in parallel
to existing FW

No need to configure 1:1
NAT in HDX

End points register to
VBP making it easier for
them to communicate

VBP prioritizes and
shapes traffic optimizing
the experience for video




Polycom VBP — Option 3
Quick Configuration with VBP - Prefix Routing Call Flow

Video System
E.164: 8315551000

Step 3 — VBP receives call
with destination E.164 I / VBP 4555
/

8315551000 and routes to
the registered endpoint

Step 2 — Prefix 831 matched, ,
VBP routes call to < |

12.48.260.1 _ Infernet
Office 1 (IP: 12.48.270.1 )// \ Office 2 (IP: 12.48.280.1)
VBP 4555 VBP 200

Video System

E.164: 5105551000 Video System
/ % E.164: 4085551000
Step 1 - User dials 8315551000
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PolyCom VBP — Option 3
VBP H.323 Prefix/Neighboring Routing

%% POLYCOM'

Help
H.323 Neighboring <
Prefix Routing and Gatekeeper Neighboring

The prefix routing table can be used to forward incoming calls
based on their dialed alias.

Prefix and Gatekeeper Neighboring table
Select: All None Action: Delete
Index |Prefix | Strip | Add | Neighbor I;;z;zl Address
IR N 71 140.242.16.32
Add a prefix
Action: [Add new prefix =]
Prefix: |
Index: |
Strip: -
Add: |
Neighbor: Il
Local Zone: |
Address: |
Commit | Reset
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Final Step
Place a test call through Polycom Test system

/ Main Office \

IP: 130.10.19.1

Place a video call from the HDX using the
remote or web

Type following IP address: 140.242.250.205
Choose H.323 for the call type

Enterprise Firewall If the connections are open you should see a self
K 'PJ@/-202-30-250 running video with audio on Polycom solutions

)

Place a Call
Please enter a number and press Call.
/‘; 140.242.250.205 Video
= iy
PUbllc hl} Meeting Password:
t Call
lnte rne N Calls Connected:
\'\Q‘ Transmit Receive
&7 i Call Speed: 256 K 256 K
Hang Up Video Protocol: H.264 H.264
Video Annex: - —
| Video Format: SIF 4SIF
I Audio Protocol: G.722.1 G.722.1
| Total Packets Lost: 1] 0
| % Packet Loss: 0.0 % 0.0 %
Touch Tones  Call Encryption: Disabled
Call Type: H.323
Audio Rate: 32K 32K
Video Rate: 224 K 224 K
Video Rate Used: 191K 221K
Chair Control  Video Frame Rate: 20.0 29.0
Video Packets Lost: 0 0
) Video Jitter: 5ms 14 ms
Polycom Test Site Audio Packets Lost: 0 0
Audio Jitter: 5ms 3 ms
140242250205 Maximum Audio Jitter: 9 ms 4 ms
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